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Executive Summary

This policy will assist the National Capital Region Director of Information Management (NCR DOIM) in enhancing and preserving the security posture of the NCR DOIM installation infrastructure by standardizing the connectivity requirements for any network (NCR element or tenant) to connect to the installation backbone infrastructure.  The administrative and the technical chains of command will develop, implement, and enforce the security policy.

Objectives of this Policy are to: 

(    Define roles and responsibilities of the NCR infrastructure organization, NCR elements, and other tenant activity organizations.

(
State the management and security goals of an NCR base-level infrastructure.

(
State a methodology for granting connection to the NCR installation infrastructure.

(
Define the minimum security criteria for connection to an NCR controlled infrastructure network.

(
Identify the compliance verification procedures for ensuring minimum criteria are met by the organizational elements.

(
Define enforcement procedures for not meeting the minimum requirements by the organizational elements.

(
Provide guidance on good operational and security network practices to the organizational elements.
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NATIONAL CAPITAL REGION DIRECTOR OF INFORMATION MANAGEMENT NETWORK infrastructure Connectivity

  policy
1.0  INTRODUCTION.

1.1  General.

This policy will assist National Capital Region Director of Information Management (NCR DOIM) in enhancing and preserving the security posture of the NCR DOIM installation infrastructure by standardizing the connectivity requirements for any network (NCR element or tenant) to connect to the installation backbone infrastructure.  The administrative and the technical chains of command will develop, implement, and enforce the security policy.

1.2  Purpose.

This NCR DOIM NICP XE "SP Security Policy"  defines roles, responsibilities, and infrastructure; standardizes the connectivity requirements for any network to connect to the installation backbone infrastructure, regardless of the network owner; and identifies compliance verification procedures.  By common application of, and strict adherence to this policy, NCR DOIM will be better able to protect sensitive and proprietary data of its own elements and its tenants against attacks directed at alteration, theft, modification, destruction of information, and denial of service (DoS).

1.3  Overview.

The current state of information processing and transfer requires that information technology issues be addressed in a “network centric” context.  The NCR DOIM XE "DCI Directorate of Corporate Information"  is responsible for the security of the infrastructure for each installation.  The security of the infrastructure is largely driven by the security architectures and procedures of those elements connected to the infrastructure.  For the NCR DOIM to effectively accomplish this mission, all connected networks, regardless of the command affiliation of the network owner, must adhere to a single policy.  Individual network information protection policies may exceed that of the infrastructure (e.g., one time passwords vice usernames and passwords). This policy authorizes, and mandates, that the NCR DOIM perform periodic security assessments to verify compliance with this policy and impose restrictions on connectivity for non-compliance.

1.4  Scope of Policy.

This NICP applies to:


a.
System administrators (SA),  XE "SA System Administrator" network administrators, and security officers of systems and networks requiring access to the NCR DOIM network infrastructure.  


b.  Those NCR DOIM personnel responsible for system or network administration and security.


c.  All NCR elements requiring access to the network infrastructure.


d.  All tenants or other activities requiring access to the network infrastructure.

1.5  Document Organization.

This document is divided into four sections: 

Section 1-  Introduction,

Section 2 - Management/Security and Functional Goals of the NCR DOIM Network Infrastructure,

Section 3 - Responsibilities and Duties, and

Section 4 – Minimum Criteria for Connection to NCR DOIM Network Infrastructure.

A Glossary of acronyms and abbreviations is provided.

1.6  References.

a. DoD Directive 8500.1, Information Assurance (IA), 24 October 2002.

b. DOD Instruction 8500.2, Information Assurance (IA) Implementation, 6 February 2003.
c. DoD Instruction 5200.40, DoD Information Technology Security Certification and Accreditation Process (DITSCAP), 30 December 1997.

d. AR-25-1, Army Information Management, 31 May 2002.

e. AR 25-2, Information Assurance, 14 November 2003
f. Army Regulation (AR) 380-5, xe "AR Army Regulation"

xe "DA Department of the Army" Department of the Army Information Security Program, 29 September 2000

g. AR 380-53, Communications Security (COMSEC XE "COMSEC:Communications Security" ) Monitoring, 29 April 1998

2.0  MANAGEMENT, SECURITY and functional goals of the NCR DOIM Network INFRASTRUCTURE.

The following are NCR DOIM management, function, and security goals:


a.  Maintain a network that connects the entire installation’s NCR element resources and tenant units on a single installation-wide backbone.


b.  Provide:

· An installation-level primary point of access to the Unclassified but Sensitive Internet Protocol Routing Network (NIPRNET).

· Centralized network management for the NCR DOIM installation infrastructure 


c.  In some cases, provide:

· A single, centralized, electronic mail (E-mail XE "E-mail: Electronic mail" ) system to NCR installations and tenant units.

· Centralized World Wide Web (WWW) server.

· Some centralized data storage capability.

· A network for NCR operational use.

· Mobile user support in accordance with (IAW)  XE "IAW In accordance with" current DA regulations, memorandums, and policies.


d.  Ensure the NCR elements and other tenant networks attached to the NCR backbone present no significant risk to the backbone and each other. 

Figure 1 illustrates the NCR network infrastructure connectivity architecture.


Figure 1.  NCR DOIM Network Infrastructure Connectivity Architecture

DISN-Defense Information Systems Network XE "DISN Defense Information Systems Network" 
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3.0  RESPONSIBILITIES AND DUTIES.

3.1  NCR DOIM and NCR Element Chain of Command.

Traditionally, an administrative security structure is responsible for establishing the policy.  A parallel security structure (a technical chain of command) has emerged charged with the implementation and enforcement of the policy. 

Each element is responsible, through the chain of command, for the security of their systems and networks.  Strict adherence to the chain of command and its policies ensures security requirements are met.  Figure 2 shows the administrative and technical structures for the NCR element or tenant chains of command.








  





Figure 2.  NCR Chain of Command

DAA-Designated Approving Authority

IAPM-Information Assurance Program Manager

IAM-Information Assurance Manager

IANM-Infrastructure Assurance Network Manager

IASO-Information Assurance Security Officer

3.1.1  NCR DOIM and Other Tenants.

The NCR DOIM should interact with a single point of contact (POC) within the other non-NCR tenant organizations.  The organizational structure that exists within the tenant is immaterial to the NCR DOIM.  The NCR DOIM provides the NICP to the tenant and the tenant provides the compliance evidence, including but not limited to network architecture diagrams and significant security-related device configurations.  The NCR DOIM then verifies the evidence and monitors compliance.  If the tenant fails to comply with the policy or fails to inform the NCR DOIM when an architecture change occurs, his connectivity is jeopardized, and enforcement could result in disconnection from the infrastructure. 

3.1.2  DAA.

The NCR DOIM is the NCR Network DAA, and is responsible for:


a.  Exe "DAA Designated Accrediation Authority"nsuring that the NCR network has adequate IA, and that this policy is observed. 


b.  Making the decision as to whether or not the residual risks to an NCR network, after appropriate information assurance measures have been taken, have been mitigated sufficiently to warrant operation of the network. 


c.  Designating the IAPM xe "ISSM Information Systems Security Manager"and IANM. 

3.1.3  IANM.

The IANM is responsible for:


a.  Functioning as the central POC XE "POC Point of contact"  for information from and to the IAPM, IASO, SA, and all authorized users.  The chain of command for reporting any IA problems will be from the bottom up. 


b.  Maintaining control of all NCR DOIM assets within the area of the installation’s local area network (LAN)/ XE "LAN Local area network" wide area network (WAN)  XE "WAN Wide area network" configuration.


c.  Ensuring that the requirements of all IA regulations and directives are implemented with minimum impact to all users on the networks.  The NCR DOIM can require tenants to provide any special equipment necessary to support the tenant requirements for network connection.


d.  Overseeing the actions of the IASOs.


e.  Coordinating security activities for the NCR DOIM.


f.  Ensuring command-wide security of the network infrastructure.


g.  Identifying all interfaces to the network infrastructure.


h.  Coordinating with the IAPM in developing appropriate security policies.


i.  Implementing the infrastructure security polices.

3.1.4  IASO.

The IASO is responsible for:


a.  Enforcing this policy, and generating and implementing procedures at the network level for SAs. 


b.  Ensuring the network and underlying hosts are operating securely.


c.  Notifying the IANM of any modification to security status prior to implementing the modification.


d.  Ensuring each host has implemented basic security mechanism prior to connectivity to the installation network.


e.  Coordinating with the IAM on security related issues.


f.  Identifying all communications interfaces to the installation infrastructure.


g.  Implementing security features built into the component hardware.


h.  Maintaining configuration management (CM)  XE "CM Configuration management" of network assets.


i.  Maintaining current map of the network.


j.  Maintaining current SA POC lists.


k.  Maintaining internet protocol (IP) XE "IP Internet protocol"  address space assignment utilization.


l.  Verifying SA compliance.


m.  Performing auditing of network devices.

3.1.5  IAPM.

The IAPM is responsible for:


a.   Defining and enforcing the NCR Installation Network Security Policy for the DAA. 


b.   Performing further duties as outlined in AR 380-19, paragraph 1.6d(2).

3.1.6  IAM.

The IAM, designated by the directors/installation commanders, is responsible for:


a.  Enforcing this policy.


b.  Generating and implementing procedures at the installation/MSC level.  


c.  Granting access to the NCR installation network.  


d.  Performing further duties as outlined in AR 380-19, paragraph 1.6d(3).


e.  Maintaining CM of network assets within their designated area of control.


f.  Posting all security officer appointments in an area with noticeable visibility.

3.1.7  SA.

The SA is responsible for the security of their systems, status reporting, and for identifying the network, including any dial-in interfaces, to the IASO.  In addition, the SA will:


a.  Identify all communications interfaces and connection requirements to include all modems/modem owners.  


b.  Install and maintain command and control (C2) XE "C2 Command and control"  protect tools, account management, and auditing IAW current regulations or directives as required.  


c.  Install and maintain all security patches and service packs that are provided by the software vendor or any authorized DoD source, as directed.  


d.  Establish and maintain a strong password policy that requires passwords to be changed every 6 months or less.  


e.  Ensure that auditing tools are in place, configured properly, and results reviewed weekly.  



f.  If possible, run software tools prescribed by DA to check for password quality monthly.  If necessary, lock out those users with non-compliant passwords. 


g.  Ensure secure system setup and operation.


h.  Notify the IASO and obtain approval prior to making significant or security-related system configuration changes.


i.  Notify the IASO and IAM of any compromises IAW requirements set in AR 380-19.


j.  Coordinate with the supporting IAM to resolve any security issues pertaining to the network.

3.1.8  Authorized User Responsibilities.

All authorized users of the network must:


a.  Notify the designated IAM upon observation of actions that conflict with this policy.


b. Protect NCR assets, including information systems equipment, data, and information regardless of the security mechanisms that are in place.
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4.0   MINIMUM CRITERIA for connection to NCR network infrastructure. 

This section outlines the process to be taken by the NCR DOIM prior to granting connection to the network infrastructure.  Figure 3 illustrates the methodology for granting connection to the NCR network infrastructure.










Figure 3.  Methodology for Granting Connection to the NCR Network Infrastructure

4.1  National Capital Region Director Of Information Management Authority.

The NCR DOIM will maintain full control and exercise authority over the installation backbone/LAN connections. The IAPM is a member of the NCR DOIM staff.

4.2  Tenant Criteria.

All tenant commands must adhere to the following:


a.  The tenant will provide a description (i.e., pictorial and narrative) to the NCR DOIM, of the tenant network being connected.  This description will show the IP addresses assigned to each hub, bridge, router, and switch connected to the network and all external connections (e.g., dial-up to internet providers or access for remote users) and their locations. Additionally, the description should strive to associate IP sub-networks to physical segments for hub, switches, etc.  Any system updates or changes to the tenant network will be provided to the NCR DOIM for approval/incorporation into the installation map.


b.
The tenant activity will provide a copy of the accreditation package signed by the activity’s equivalent DAA to be kept on file by NCR.  This package should conform to the DoD Information Technology Security Certification and Accreditation Process (DITSCAP) as defined in DoD Instruction 5200.40.


c. The tenant activity will provide a consent to scan and monitor data networks statement, requisite administrative accounts, and physical and logical access to enable security assessments and compliance verification.


d.  The tenant activity will provide a 24hours a day, 7 days a week recall rosted of knowledgeable, responsible IA personnel that will respond to IA tasks as required.  Overtime and additional contract hours are the sole responsibility of the activity and should be budgeted.  Failure to respond may result in loss of connectivity until the required task has been completed.


e.  The tenant activity will provide Army IAVA status reporting to the Installation IAM either via the Army compliance reporting database or manually.


f.    The tenant activity will immediately notify the NCR DOIM of significant or security-related changes to the network or external connectivity.

4.3  Compliance with the Criteria.

After negotiations, the NCR DOIM and the tenant organization will sign a memorandum of agreement (MOA) for the specific conditions allowing the tenant to connect to the network infrastructure.  By signing the MOA, the organization’s connection to the infrastructure network constitutes consent to announced and unannounced verification of security features.  Methods of verifying security features include automated vulnerability scanning, modem identification scanning, and physical inspection. These scans are not to be an attack on the network, but will be a normal probe to check for compliance with the connection evidence provided and described in paragraph 4.2.  The procedure to obtain connectivity to the NCR network infrastructure includes the following procedures. 


a.  Tenant submits a Connection Request Package


b.  NCR DOIM evaluates the package for completeness


c.  NCR DOIM and Tenant enter into MOA negotiations


d.  MOA is signed


e.  MOA terms are verified


f.  Architecture adjustments are made


g.  NCR DOIM verifies compliance

4.4  Result of Non-compliance.

Failure to comply with this security policy, ARs, and/or DoD memorandums may result in disconnection from the network infrastructure.  The NCR DOIM makes the final decision.

4.5  General Network Security Standards for Interconnection Devices.

The following paragraphs outline minimum-security practices concerning interconnection devices (routers, bridges, switches, and modems).  These devices connect LANs to LANs, LANs to WANs and LANs to remote devices.

The NCR DOIM will ensure, as a minimum, the following security practices are employed by the tenant activity.


a.  Passwords.

Passwords are the first step in controlling access to devices on a network.  Passwords force a user to identify and authenticate themselves.  The following password criteria must be met:


(1)
All devices will be password protected.



(2) 
All default passwords will be changed.


(3)
All known insecure user names and passwords will be removed.


(4)
Accepted password creation (e.g., password generators, user-defined 10-character password with upper/lower case, alphanumeric, special characters, etc) will be employed to create passwords.


(5)
The IAM or IASO will record the passwords used on communication devices and store them in a secure or controlled manner.


(6) 
The IAM or IASO will change the password immediately and restrict by IP address if in-band remote management is required.


b.  Device Management.

Before adding a device to the network, the following criteria must be met:


(1)
Devices will be managed through direct console connection or approved connection procedures such as a call back modem or over a dedicated management VLAN.


(2)
The use of remote in-band management will be limited to emergency situations or on a case-by-case basis.


(3)
Image files loaded via the trivial file transfer protocol (TFTP) process will be protected from corruption and checked on a monthly basis.  Using Transmission Control Protocol (TCP) Wrappers will restrict access. 


(4)
Communication will be restricted between devices and the TFTP server to known authorized IP addresses.


(5)  Digital signatures or encryption, if available, will be used on the devices supporting Simple Network Management Protocol (SNMP).


(6) 
All ports except those needed to support the mission will be disabled.


(7)
All changes regarding settings and enhancements will be audited and recorded.


c.   External Circuits.  External circuits are connections to the network by either NCR or non-NCR tenant commands.  The following criteria must be met:


(1) 
All external connections will be validated and approved prior to connection.  Efforts will be made to prevent unauthorized external connection to the network.


(2) 
The IANM shall keep all infrastructure diagrams updated to show all external connections before actually connecting them.  These diagrams should be based on a physical or automated inspection of the network.


(3)
All undocumented network connections discovered during any inspection will be investigated.  Unjustified connections will be disconnected.


(4)  Remote access will be secured by Terminal Server Access Control System (TSACS) or an equivalent.


d.  Access Control.

Access control is necessary to prevent unauthorized access by identifying and authenticating users.  After a user is identified and authenticated, access control will allocate the assigned privileges/accesses assigned by the SA.  The following criteria must be met:


(1)
Access control lists will be established to restrict traffic to and from only authorized addresses.


(2)
Disable the IP alias command option.


(3)
Ensure only required protocols are accepted at the router.


(4)
Locate interconnection devices within controlled access areas.


(5)
Establish and maintain IP filtering 


e.   Audit.

Audit records user access into a system and all actions taken by the user. Audit logs will enable a SA to accurately trace a user’s path through the network or a system, including files accessed, modified, and/or deleted. Audit will also record any attempts for access made by unauthorized users.


(1)
Implement appropriate audit related functions to be used with an audit repository system.


(2) 
Review audit logs on a periodic basis, not to exceed one week.

4.6  Use of the NCR Network.

To preclude poor operational or security practices by the tenant organization impacting the NCR infrastructure, the tenant activity will ensure the following information is incorporated within their standing operating procedure (SOP) and/or Security Policy (SP).  This information should be used to augment, not replace, existing documents.

4.6.1  Acceptable Use of the Network Resources.

It is acceptable for authorized user of the network to:


a.  Load and execute software applications purchased with government funds, or developed and tested specifically for the government, or legally licensed to the government for official use.


b.  Use the network to access and use Internet resources for professional development purposes, subject to ensuring that primary duties and mission are accomplished.

4.6.2  Unacceptable Use of the Network Resources.

It is unacceptable for anyone to:


a.  Attach network components to the network (e.g., network interface cards (NIC), network printers, single modems, and networkable facsimiles, etc.) without notifying the SA/IASO.


b.  Access accounts or resources not required in the performance of normal duties specifically granted by the owner or local IAM.


c.  Attempt to ‘crack’ passwords to gain access to any network resource.


d.  Attempt to browse information for which a need-to-know does not exist.


e.  Disrupt service to other network resources.


f.  Share passwords with other users.


g.  Violate the copyright or license agreement of any software.

4.6.3  Restricted Use of the Network Resources.

The following user restrictions apply for access to network resources:


a.  User access is restricted on a “need-to-know” basis.  The use of passwords and permissions will enforce this policy.


b.  Inbound connection requests (requests from computers outside of the NCR network) will be restricted.  This includes connection via a remote connection (modems or other Internet Service Providers from home or while on travel status).  The IANM reserves the right to refuse connection to any violators.


c.  Anonymous access to global information services will be granted ‘read only’ privileges except as designated by the IASO.


d.  All software and files down-loaded from non-government sources via the Internet (or any other public network) must be screened with virus detection software.  This screening must take place prior to the files being run or examined via another program such as word-processing packages. 

4.7  Authorization to Grant and Terminate Access to Services.

The IAMs are authorized to grant and terminate access to NCR network services physically contained within their MSC/garrison.  The IAMs will notify the NCR network center when access is to be terminated or granted.

GLOssary

ACRONYMS AND ABBREVIATIONS

ACERT
Army Computer Emergency Response Team

AR
Army Regulation

AIS
Automated information system

C2 
Command and control

CC 
Coordination Center

CER
Certification Evaluation Report 
NCR DOIM 
Chief Information Officer

CM 
Configuration management

COMSEC
Communications security

CROF
Certification Report of Findings 
DA 
Department of the Army

DAA 
Designated Accrediation Authority

DISC4
Director of Information Systems for Command,


     Control, Communications, and Computers
DISN
Defense Information Systems Network

DoD 
Department of Defense

DOIM
Director of Information Management

DoS
Denial of service

DTG
Date-time group

E-mail
Electronic mail

IAM 
Information Assurance Manager  

IANM
Information Assurance Network Manager

IAPM 
Information Assurance Program Manager

IASO
Information Assurance Security Officer

IAW 
In accordance with

IP 
Internet protocol

ISS
Information Systems Security

JER
Joint Ethics Regulation

LAN 
Local area network

MOA
Memorandum of Agreement

MSC
Major subordinate command

NCR
National Capital Region

NCSC
National Computer Security Center

NIC
Network interface card
NICP
Network Infrastructure Connectivity Policy

POC 
Point of contact

SA 
System administrator

SNMP
Simple network management protocol

SOP
Standing operating procedure

SP
Security Policy

SRMR
Security Risk Management Review

SSRS
System Security Requirements Specification 
STD
Standard

TCP
Transmission control protocol

TCSEC 
Trusted Computer System Evaluation Criteria
TFTP
Trivial file transfer protocol

TG
Technical Guide


TSACS
Terminal Server Access Control System
USAISEC
U.S.Army Information Systems Engineering


     Command

WAN 
Wide area network

WWW
World Wide Web
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