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DDOIMs,

 

    
IA will be scanning for IAVA 2004-A-5002, listed at the bottom of this Warning Order, starting 1 Mar 04.  

 

    
Results will be sent to you upon completion and IP's that are NON-compliant will be blocked.

 

    
Recommend you send an email to all IMO's notifying them of the upcoming scan, and recommend that they patch their systems prior to this scan to avoid getting their IPs blocked.

    
As the IA team will be busy next week, 17-20 Feb, performing a FULL IAVA scan, we will be unable to accommodate any pre-scans for this IAVA.


Even though the IA Team will be busy performing a FULL IAVA scan, this IAVA is included in the scan.  


Any machine that is found only vulnerable for this IAVA during the 17-20 Feb scan, will not be blocked at that time.

Derek

Mr. Derek Cosby, DAC
Senior Information Assurance Technician
NCR-DOIM Information Assurance Team
Fort Belvoir, VA
Voice:  Comm: (703)704-2221
        DSN:  654-2221
Cell:  (540) 273-5454
Fax:  (703)704-3888
“IA- The First Line of Defense”
IAVA Message:

From: ACERT Listserver [mailto:iam@shiloh.1stiocmd.army.mil] 

Sent: Thursday, February 12, 2004 5:23 PM

To: iava@shiloh.1stiocmd.army.mil

Subject: 2004-A-5002 Multiple Vulnerabilities in Microsoft ASN.1 Library

------------

02/10/04

Text

UNCLASS

FOR OFFICIAL USE ONLY -- NOT FOR PUBLIC DISTRIBUTION

NOT TO BE FORWARDED TO NON-OFFICIAL MAIL

SUBJECT: IAVA 2004-A-5002 Multiple Vulnerabilities in Microsoft ASN.1 

Library

1.0 (U) This alert is issued on behalf of the Army G3 and the Army CIO/G6.  (This IAVA supercedes IAVA 2003-A-0030.)

2.0 (U) COMPLIANCE REQUIRED

2.1 (U) Acknowledge receipt of this alert NLT 172100Z FEB 2004 via the Army IAVA CRD 2 DB:

https://newia.us.army.mil
2.2 (U) Suspense for completion is NLT 262100Z FEB 2004. 

3.0 (U) THREAT ASSESSMENT:  Critical, TIER 1 IAVA

4.0 (U) SYSTEMS AFFECTED:

Windows NT Workstation 4.0 Service Pack 6a 

Windows NT Server 4.0 Service Pack 6a 

Windows NT Server 4.0 Terminal Server Edition 

Service Pack 6 

Windows 2000 Service Pack 2 

Windows 2000 Service Pack 3 

Windows 2000 Service Pack 4 

Windows XP, Windows XP Service Pack 1 

Windows XP 64-Bit Edition 

Windows XP 64-Bit Edition Service Pack 1 

Windows XP 64-Bit Edition Version 2003 

Windows XP 64-Bit Edition Version 2003 

Service Pack 1 

Windows Server 2003 

Windows Server 2003 64-Bit Edition 

5.0 (U) IMPACT:  Remote Code Execution.  Abstract Syntax Notation 1 (ASN) is a data standard that is used by many applications and devices in the technology industry for allowing the normalization and understanding of data across various platforms. Security vulnerabilities exist in the Microsoft ASN.1 Library that could allow code execution on affected systems. The vulnerability is caused by an unchecked buffer in the Microsoft ASN.1 Library, which could result in a buffer overflow.  An attacker who successfully exploits this buffer overflow vulnerability could execute code with system privileges on affected systems. The attacker could then take any action on the system, including installing programs, viewing data, changing data, deleting data, or creating new accounts with full privileges.

6.0 (U) REQUIRED COMPLIANCE ACTIONS (BOTTOM LINE UP FRONT): Systems administrators should apply the update immediately.

7.0 (U) Patch information:

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/
bulletin/ms04-007.asp

REFERENCES:

A. DOD CERT IAVA (TBD)

B. CVE CAN 2003-0818

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2003-0818
C. CERT Advisory TA04-041A

http://www.us-cert.gov/cas/techalerts/TA04-041A.html
D. Microsoft Security Bulletin MS04-007

http://www.microsoft.com/technet/security/bulletin/MS04-007.asp
8.0 (U) Technical overview:  

8.1. A security vulnerability exists in the Microsoft ASN.1 Library that could allow code execution on an affected system. The vulnerability is caused by an unchecked buffer in the Microsoft ASN.1 Library, which could result in a 

buffer overflow.  

8.2
Software that uses Microsoft ASN.1 directly or indirectly is vulnerable 

to a complete overwrite of a large portion of its heap memory.  The attack is specific to bit string values (tags 03h and 23h), but the outcome is the same 

as with the heap corruption involving large data lengths.

9.0 (U) Apply patch to all Army networks.

10.0 (U) Vulnerability script available to public?  NO.

11.0 (U) STAT Scanner Product ID W2101.

12.0 (U) For MACOM/activity commanders:

13.0 (U) To support the Army reporting requirement, MACOM/Activities are required to acknowledge receipt and provide consolidated follow- on reports to HQDA via the Army IAVA CRD 2 Database (DB):

14.0 (U) MACOMS can expect RCERTs and TNOSCs to take proactive measures to prevent the exploitation of identified vulnerable systems.  These measures include proactive scanning of networks for this vulnerability.  Systems that have been identified as vulnerable 

will be blocked from access to the network until corrective actions 

to mitigate the risk have been taken and verified.

14.1 (U) The Army purchased Security Threat Avoidance Technology 

(STAT) Scanner or Internet Security Scanner (ISS) scanner will be used 

by authorized and trained personnel to conduct a scan to identify 

vulnerable assets in this message.

14.2 (U) Following completion of required IAVA actions, a compliance 

verification scan will be conducted and the results will be used to 

update the CRD 2.DB.

14.3 (U) Extension requests will include the results of the STAT or ISS scanner as part of the request before processing to the Army G6. ACERT will still process and forward extension requests that have proper justification to the Army CIO/G6 for final approval.

15.0 (U) MACOM/PEO/PM Information Assurance Program Managers (IAPM):

15.1 (U) For the purpose of this message, assets are defined as the systems listed in the "Systems Affected" section above.  The total number of assets will be reported in the "total" field.  The number of assets by type will be reported in the "comments" field for

example: (HP HP-UX versions 10.10 -10.24).  Report assets as

follows:

A. REPORT NUMBER OF ASSETS AFFECTED

B. REPORT NUMBER OF ASSETS IN COMPLIANCE (FIXED)

C. REPORT NUMBER OF ASSETS WITH EXTENSIONS

D. REPORT NUMBER OF ASSETS WITH EXTENSIONS PENDING

E. REPORT NUMBER OF ASSETS NOT IN COMPLIANCE

15.2 (U) Asset reporting shall be aggregated/rolled up through the established IAVA reporting process, and input to the Army IAVA CRD2 DB.

16.0 (U) RCERT actions:

16.1 (U) Acknowledge receipt of this message.

16.2 (U) Coordinate requests for support for your theater of operation and forward to ACERT.

17.0 (U) System administrators/network manager security actions:

17.1 (U) Acknowledge receipt of this alert through your chain of command to your IAPM via the Army IAVA CRD 2 DB.

17.2 (U) Take appropriate actions on those systems that you control and report compliance via the Army IAVA CRD 2 DB.

18.0 (U) The ACERT HIGHLY recommends that administrators scan systems after patching has been completed in order to verify IAVA compliance.

19.0 (U) System administrators are reminded to test the configuration and patches before placing on production systems. ACERT cannot verify EVERY installation or configuration currently in use in the Army.

20.0 (U) If you believe your system has been compromised or attacked, contact the Regional CERT servicing your Command.

RCERT-Europe 
rcerte@hq.5sigcmd.army.mil

RCERT-CONUS 
rcert-conus@rcertc.army.mil

RCERT-South 
rcert-s@rcert-s.army.mil

RCERT-Pacific 
pacrcert@shafter.army.mil

RCERT-Korea 
rcert@usfk.korea.army.mil

RCERT-SWA (M)
rcert-swa@kuwait.army.mil

(all e-mail addresses in lower case)

21.0 (U) For more information on or to obtain any of the CNO/ANOSC/ACERT TOC services, the CNO/ANOSC/ACERT TOC can be

contacted:

Via phone at 1-888-203-6332, 703-706-1113, 703-806-1035, DSN 235-1113 Via secure phone at 1-888-203-6332, 703-706-1113, DSN 235-1113 Via nonsecure fax at 703-806-1152, DSN 656-1152 

Via secure fax at 703-806-1004, DSN 656-1004

Via NSTS Phone at 964-7680/7679 

Via Secure ISDN at 703-706-2291/2292

Via NIPRNET at acert@1stiocmd.army.mil 

VIA SIPRNET at acert@1stiocmd.army.smil.mil

NIPRNET Website: https://www.acert.1stiocmd.army.mil/ACERTmain.htm
SIPRNET Website: http://www.acert.army.smil.mil
PGP Key available from the ACERT Website

End

Warning Order
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