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TOPIC:  Employee-owned Information Systems

IA has received several calls in reference to employees bringing in their personal laptops and plugging them into NCR-DOIM Unclassified Networks.  The below information addresses this issue:
Per AR 25-1, paragraph 6-1e and AR 25-2, paragraph 4-30...a personally owned Information System, for example: personal laptop, PDA, etc, CANNOT be brought in from home and used on any Army Information System unless AR 25-1 and AR 25-2 guidance is strictly adhered to.

 

This authority alone can be used by the IMO to direct those individual who are using their personal laptop(s) on the Army Information System, to remove them, until they meet the guidelines in AR 25-1 and AR 25-2.  

 

This will include having them being accredited, via an MOA.  The IMO will need to work with Ms Singleton @ 703.704.1933 or Mr Dozier @ 703.704.2101, on the accreditation issue.  Additionally, they will need to have current Anti-virus software and must be IAVA compliant.  Even though these are personal laptops, they cannot have any Peer-2-Peer or Instant Messenger software, nor can they have any other unauthorized files/programs deemed inappropriate/unauthorized by the Army as they would violate AR25-2.
 

Finally, AR 25-2, paragraph 1-1j, does state that AR 25-2 "...is punitive in nature...and violators of AR 25-2 may be punished as violation of a lawful general order under Article 92 of the UCMJ or under other disciplinary, administrative, or contractual actions as applicable...Personnel not subject to UCMJ who fail to comply with these requirements are subject to disciplinary, administrative, or prosecutorial actions as authorized from criminal or civil sanctions under sections including, but not limited to, the United States Code, contractual support obligation, or Federal or state regulations." 
POC for this document is Derek Cosby @ 703-704-2221, derek.cosby@belvoir.army.mil.
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