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SUBJECT:  Web Servers 

Recently we have had several organizations that host their own Web servers being blocked.  This is because they are not behind the CTNOSC Reverse Proxy has been blocked from access by anyone coming into Fort Belvoir.


Several years ago the Army CIO put out a policy for moving public web servers behind a reverse proxy server, see CIO Reverse Proxy Server Policy.

The RCERT has put a block on all inbound port 80 traffic that are not reverse proxy servers.

To ensure your web server does not get blocked because it is not behind a reverse proxy server you will need to go to http://www.conus-tnosc.army.mil/proxy/proxyform.asp and fill out the form to have your web server moved behind one of the Army’s Reverse Proxy servers.


IA will not be putting in any lifts for access to webserver…we support the Army initiative to further protect our webserver and highly recommend that you do the same.
For assistance on this issue, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@us.army.mil.
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