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Subject: ULLS-G Fix for Patch KB835732 for IAVA 2004-A-0006

The below information was provided to us by Mr. Michael D. Hahl, G4/J4 Logistics Management Officer, and we felt that this information would assist other IMO’s that may be experiencing a problem when trying to comply with IAVA 2004-A-0006.

ULLS-G IAVA 2004-A-0006 Fix for ULLS-G operating under Windows 2000 Professional  

Background:  PM ALIS has identified an issue that occurs when applying the Microsoft provided patch needed to remove vulnerabilities associated with IAVA 2004-A-0006. The security patch identified as KB835732 causes the Unit Level Logistics System-Ground (ULLS-G) systems to experience problems. The ULLS-G application utilizes a Virtual DOS Machine (VDM) to perform its functions. When the KB835732 patch is applied, the Windows environment initializes normally. However, the ULLS-G application becomes inoperable. An extension request was submitted to the ACERT to permit continued operations of ULLS-G systems.  

 Mitigation Strategy:  A method of applying the recommended patch has been discovered.  However it requires an additional procedure to be performed in conjunction with the KB835732 patch to permit ULLS-G VDM operation.  The steps have been tested and should be applied to all ULLS-G systems ASAP.  BEFORE STARTING THIS PROCEDURE ENSURE THAT YOU HAVE A COPY OF KB835732 THAT YOU CAN INSTALL. THE PATCH CAN BE DOWNLOADED @ http://www.microsoft.com/downloads. IF YOU ARE UNABLE TO DOWNLOAD THE PATCH, PLEASE CONTACT YOUR LOCAL DOIM. READ ALL INSTRUCTIONS AND USE THE PROCEDURE STATED BELOW.

1.   After booting your computer and before you load ULLS-G please follow the steps below. 

2.   Place your cursor on MY COMPUTER icon and double click with the left mouse button (you should see a box appear on the desktop with MY COMPUTER at the top left side). 

3.   Place your cursor on your LOCAL DISK (C:) and double click with the left mouse button (you should see a box with LOCAL DISK (C:) at the top left side) 

4.   Place cursor on the WINNT folder and double click with the left mouse button (should see a box with WINNT on top left side). 

5.   Inside the WINNT folder you may have to click with the left mouse button at the SHOW FILES in the box.

6.  Cursor down to the SYSTEM32 folder and double click with the left mouse button (should see a box with SYSTEM32 at the top left side).

7.  Cursor down until you see NTOSKRNL.EXE and using the right cursor button on the mouse use the copy command and copy this file.  Place cursor outside of the box at the DESKTOP and using the right cursor button on the mouse click and paste this file to the DESKTOP.  This file should show up on the screen (DESKTOP) in front of you.

8.  Place the cursor at the Close widow X in top right of the box and the box should close.

9.  Install the KB835732 patch and the system will prompt you to reboot or will automatically reboot.

10. After system reboots, copy the NTOSKRNL.EXE back to the C:\WINNIT\SYSTEM32 directory using steps 2 through 6 above.  After complete step 6 then place cursor on the desktop file NTOSKRNL.EXE and using the mouse right click and copy the desktop file back to the system 32 directory.

11.  Close the SYSTEM32 box by clicking on the X at the top right side of the box.

12.  Reboot the computer and ULLS-G should operate normally.

13.  After ULLS-G operates normally, place cursor on the DESKTOP file NTOSKRNL.EXE and using the right click button of the mouse delete this file.
For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.
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