[image: image1]
[image: image2.jpg]



ALL,

In the last two weeks, Fort Belvoir has had 13 Sun systems that have been compromised.  These compromises are not unique to Fort Belvoir, but have been happening Army wide.


At this point in time, the Army has not determined what the vulnerability is or how they are being compromised.


Our recommendation is to harden your Sun boxes to the minimal access necessary to accomplish your mission:


1)  Close any ports that you are not using, 

2)  Change admin passwords,  

3)  If you run you own firewall, allow only those IP/ports that need access to the Sun server.


Once CCIU/ACERT/RCERT determines what the vulnerability is we will pass it on to all IMO’s
If you are one of the organization(s) that has a compromised system you are not allowed to make any changes to your Sun system, until CID/CCIU completes its investigation.  Doing so could damage evidence needed and CID/CCIU could have criminal charge brought up on you for damaging evidence.

POC for this document is Mr. Derek Cosby @ 703-704-2221.
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