[image: image1]
[image: image2.jpg]



NAME:

W32.Mydoom.M@mm
TYPE:

Worm

Description:

W32.Mydoom.M@mm is a mass-mailing worm that drops and executes a backdoor, detected as Backdoor.Zincite.A, that listens on TCP port 1034. The worm uses its own SMTP engine to send itself to email addresses it finds on the infected computer. 

The email contains a spoofed From address, and the Subject and Body text will vary. The attachment name will also vary. 

Prevention: 

Ensure you have a virus definition dated 26 July  04 or later.

Additionally, if you manage a firewall block TCP port 1034 on all incoming and outgoing traffic if possible.

Symptoms: 
When W32.Mydoom.M@mm is executed, it performs the following actions:
1.  Creates the following registry keys, which mark the computer as infected:


- HKEY_LOCAL_MACHINE\Software\Microsoft\Daemon


- HKEY_CURRENT_USER\Software\Microsoft\Daemon
2.  Copies itself as %Windir%\java.exe.  Drops and executes %Windir%\services.exe, which is detected as Backdoor.Zincite.A. When executed, this file opens TCP port 1034 and listens for remote connections. The backdoor will also probe random IP addresses on port 1034 looking for other infected hosts.

3.  Adds the values:  "Services" = "%Windir%\services.exe" and 
"JavaVM" = "%Windir%\java.exe" to the registry key HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run so that the worm and backdoor load when Windows starts.

4.  May create the following files for logging purposes:  %Temp%\zincite.log and %Temp%\<randomly named file>.log 

5.  Gathers email addresses from various files.

6.  Queries the following search engines to harvest additional email addresses for possible distribution:  search.lycos.com; search.yahoo.com; www.altavista.com; and www.google.com.

7.  When the worm finds an open Outlook window, it will attempt to send itself to the email addresses that it found. 


The email has the following characteristics: 


From:  The From address will be spoofed. 


Subject: (One of the following)

hello 
error 
status 
test 
report 
delivery failed 
Message could not be delivered 
Mail System Error - Returned Mail 
Delivery reports about your e-mail 
Returned mail: see transcript for details 

Returned mail: Data format error 

Body:  The content contained in the body of the email will vary, based on a number of text options. One of each of the phrases or words in brackets, separated by a "|", will appear:


Attachment:   The worm may generate an file name from a domain name of an email address gathered from the computer. For instance, if the worm finds an address john_doe@example.com on the infected computer, the attachment name could contain example.com.

The attachment name may also be one of the following:  readme; instruction; transcript; mail; letter; file; text; attachment; document; and message with one of the following extensions: .cmd; .bat; .com; .exe; .pif; .scr; and .zip; the attachment may have a second extension, which will be one of the following: doc; txt; htm; html

For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.
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