[image: image1]
[image: image2.jpg]



Name: Spoofed Microsoft Security Website

Description: Unknown hackers are forwarding an email directing recipients to update their system immediately with the latest Microsoft update by going to a spoofed site, which actually downloads a worm onto the system. The site name is www.microsoft-security-updates.com; this is NOT a Microsoft site. This link redirects to http://d558597.u25.surftown.com/mstasks.exe. The mstasks.exe software is identified by Symantec/Norton AntiVirus beta definitions as the "Trojan.Etsur". Unless you subscribe to their email security notification service, Microsoft's policy is not to send notification of vulnerabilities. They never send patches via email to users. 

Recommendation: If you receive this email, delete it immediately and do not forward or click on the provided link. Report to your system administrators if email is mass mailed to you by other army.mil user.

For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.
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