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NAME:

W32.Sober.F@mm

TYPE:

Worm

Description:

As of April 4, 2004, due to an increase in submission rate, Symantec Security Response has upgraded this threat to a Category 3 from a Category 2 rating. 

W32.Sober.F@mm is a variant of W32.Sober.E@mm, which spreads itself as an email attachment.

The Subject: and Body: of the email vary and are written in German or English.

Prevention: 

Ensure you have a virus definition dated 04 Apr 04 or later.

DO NOT OPEN ANY FILES THAT ARE ATTACHED TO AN EMAIL, unless you requested the file be sent to you.

Symptoms: 
When W32.Sober.F@mm runs, it performs the following actions:
1.  Copies itself as %System%\<random filename>.exe.  The <random filename> variable is randomly selected from the following list:  sys; host; dir; explorer; win; run; log; 32; disc; crypt; data; diag; spool; service; smss32

2  Creates and adds values to the registry.

3.  On Windows XP, adds a random value to a registry key so that the worm starts when Windows starts.

4.  Drops the miscellaneous files.

5.  If the system is not connected to the Internet, the threat will attempt to connect using any available dial-up connections and may display the following dialog box:
Microsoft Windows
STOP: 0x80070725  {FatalSystemError}
System File [filename].exe
Connection lost or blocked by Firewall
7.  Enumerates all the fixed drives on the computer and scans the files for email addresses.
8.  Stores the collected email addresses in the file, %System%\syst32win.dll.

9.  Emails itself to the email addresses collected above, using its own SMTP Engine. 


For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.
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