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NAME:

W32.Netsky.Q@mm

TYPE:

Worm

Description:

As of March 29, 2004, due to an increase in submission rate, Symantec Security Response has upgraded W32.Netsky.Q@mm to a Category 3 level threat from a Category 2 threat. 

The W32.Netsky.Q@mm worm: 

- Is a mass-mailing worm that consists of two components: a dropper and a mass-mailing component. 


- Uses its own SMTP engine to send itself to the email addresses it finds when scanning the disk drives. 


- Uses the Incorrect MIME Header Can Cause IE to Execute E-mail Attachment vulnerability to cause unpatched systems to auto execute the worm when reading or previewing an infected message. 

The From line of the email is spoofed, and its Subject line and message body vary. The attachment name also varies and has a .exe, .pif, .scr, or .zip file extension.
Prevention: 

Ensure you have a virus definition dated 28 Mar 04 or later.

DO NOT OPEN ANY FILES THAT ARE ATTACHED TO AN EMAIL, unless you requested the file be sent to you.

Symptoms: 
When W32.Netsky.Q@mm is executed, it performs the following actions:

1.  Copies itself as %Windir%\SysMonXP.exe (28,008 bytes).

2.  Drops the file, %Windir%\Firewalllogger.txt (23,040 bytes).

3.  If the dropper's file name is %Windir%\SysMonXP.exe, the worm will launch notepad.exe to open a file, temp.eml. 

4.  Loads the .dll file, Firewalllogger.txt, and then executes it.

5.  Creates a mutex named "_-oOaxX|-+S+-+k+-+y+-+N+-+e+-+t+-|XxKOo-_", which allows only one instance of the worm to execute.

6.  Adds values to the registry so that the dropper component of the worm runs when you start Windows.

7.  The worm may drop temporary files for its internal purposes.
8.  Deletes values from the registry in an attempt to uninstall other worms that may be on an infected computer.

9.  Launches a separate thread that enumerates all the disk drives and retrieves email addresses from the files.
10.  Uses its own SMTP client engine to send itself to the email addresses it finds.  The email has the following characteristics:  Subject: [Random_Subject] ([Recipient_Email_Address]) where the [Random_Subject] line is a string that is randomly selected from a list.
11.  Checks the system time and date. When the time is 5:11AM on March 30, 2004, it starts beeping.

12.   If the system date is April 8th, 2004 through April 11th, 2004 it will attempt to perform a Denial of Service (DoS) attack against the following sites:  www.edonkey2000.com; www.kazaa.com; www.emule-project.net; www.cracks.am; www.cracks.st.

For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.
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