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NAME:

W32.Beagle.U@mm

TYPE:

Worm

Description:

W32.Beagle.U@mm is a variant of W32.Beagle.T@mm. The worm sends itself as an email with a blank subject and body and a randomly named attachment. It also opens a backdoor on TCP port 4751.The attachment name is a random string of letters with a .exe extension.


Notes:
- Rapid Release definitions with sequence number 28833 or later will detect this threat as W32.Beagle.U@mm. 
- Virus definitions prior to these definitions detect this threat as W32.Beagle.gen. 
- Symantec Security Response has developed a removal tool to clean the infections of W32.Beagle.U@mm.

Prevention: 

Ensure you have a virus definition dated 26 Mar 04 or later.

DO NOT OPEN ANY FILES THAT ARE ATTACHED TO AN EMAIL, unless you requested the file be sent to you.

Symptoms: 

When W32.Beagle.U@mm runs, it does the following:

1.  If the system clock's year is 2005 or later, the worm exits.

2.  Copies itself as %System%\gigabit.exe.

3.  Adds values to the registry so that the worm runs when you start Windows.

4.  Opens a backdoor on TCP port 4751 which allows download and execution of files.

5.  Attempts to execute Mshearts.exe, the executable for the Microsoft Hearts game, if the file is present on the infected computer.

6.  Attempts to notify a predetermined Web server of the infection.

7.  Searches the local disk drives for email addresses in several files.

8.  Sends email messages to the addresses that it finds. The Subject and Body of the email are blank, and the Attachment is a copy of the worm with a random file name. The name consists of a random string of letters with an .exe file extension (for example, jwopbh.exe).

For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.
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