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NAME:
W32.Netsky.P@mm
TYPE:

Worm

Description:

W32.Netsky.P@mm, also known as W32.Netsky.Q@mm, is yet another variant of the Netsky worm, a mass-mailing worm that uses its own SMTP engine to send itself to the email addresses it finds when scanning hard drives and/or mapped drives. The worm also tries to spread through various file-sharing programs by copying itself into various shared folders.

The "From" line of the email is spoofed, and its "Subject" line and 
message body vary. 

The attachment name varies with .exe, .pif, .scr, or .zip file extension.

Also, this threat is compressed with FSG.

Prevention: 

Ensure you have a virus definition dated 21 Mar 04 or later.

After reviewing that this worm looks for Peer to Peer and some Instant Messenger (IRQ) software, these need to be removed, which is not authorized IAW AR 25-2, to prevent the spread of this worm.

DO NOT OPEN ANY FILES THAT ARE ATTACHED TO AN EMAIL, unless you requested the file be sent to you.

Symptoms: 

1.  Creates a mutex "_-oO]xX|-S-k-y-N-e-t-|Xx[Oo-_" to allow only one instance of the worm to execute.

2.  Copies itself as %Windir%\FVProtect.exe.

3.  Drops the following file -- %Windir%\userconfig9x.dll; then, the worm loads and executes this file. It has a static MD5 hash value of 0x3018E99857F31A59E0777396AE634A8F.

4.  Adds the value -- "Norton Antivirus AV"="%Windir%\FVProtect.exe" to the registry key:  
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run so that the worm runs when you start Windows.

5.  Deletes values from registry key(s).

6.  Scans the hard drive for folders that contain the following strings:  bear; donkey; download; ftp; htdocs; http; icq; Kazaa; lime; morpheus; mule; my shared folder; shar; shared files; upload and copies the worm into several folder(s).
7.  Retrieves email addresses from files on drives C through Z.
8.  Uses its own SMTP engine to send itself to the email addresses it finds. 

For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.
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