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NCR-DOIM Computer Users –

There have been a large number of reports of virus messages received by NCR-DOIM computer users within the past 24 hours. These e-mails are a result of infected machines sending e-mail messages to any address it can find in the infected computers address-book. The virus responsible for these mass-mailings is:

W32.NETSKY: See below links for detail information.

W32.Netsky.P@mm, http://securityresponse.symantec.com/avcenter/venc/data/w32.netsky.k@mm.html) 

As a result of this outbreak, I have instructed the Virus Management team to ensure all systems have the latest Anti-Virus software loaded. As of today, the latest Norton Definition File is “3/22/2004 rev. 7”.  The Norton Management Console is currently pushing this updated definition signature to all managed computer systems. 

The NCR-DOIM Exchange Server is equipped to catch these viruses and strip the actual infected portion of the e-mail prior to forwarding the message to your e-mail box. In most cases you should receive a notice message from ScanMail reporting that it identified and stripped an infected e-mail message with an attachment. (See below example):

ScanMail for Microsoft Exchange has detected virus-infected attachment(s).

Place = Bryant, John R. Mr. NCR-DOIM

Sender = Joe, GI, NCR-DOIM

Subject = More SPAM Mail

Delivery Time = March 22, 2004 (Monday) 13:51:39

Action on virus found:

"WORM_NETSKY.P" virus was found in attachment "doc_word3.zip", ScanMail has deleted the attachment.

Message from recipient's administrator:

Warning to recipient. ScanMail on BEML02 has detected a virus.

If you receive a message from ScanMail, do not be alarmed. The NCR-DOIM Exchange server is doing the job we intended for it to do.  The NCR-DOIM technicians can track infected machines and take appropriate action, do not contact the Helpdesk if you receive the above message.

If you don’t have the latest Norton Virus Definition Signature (3/22/2004 rev. 7) update by 1200 23 March 04, please contact the helpdesk at 703-704-1644 to have a NCR-DOIM technician correct this problem.

Thanks in advance for your support and continued effort to ensure total Information Systems Security.

NCR-DOIM, EOM
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