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NAME:
W32.Beagle.M@mm
TYPE:

Worm

Description:

W32.Beagle.M@mm is a mass-mailing worm that opens a backdoor on TCP port 2745 and uses its own SMTP engine to spread through email. It also sends the attacker the port on which the backdoor listens, as well as the IP address. 
The email attachment is a randomly named .exe file inside a .zip file. The embedded .exe file is password-protected with a random password.
W32.Beagle.M@mm also attempts to spread across file-sharing networks, such as Kazaa and iMesh, by dropping itself into the directories that contain "shar" in their names.
This variant also contains a file infection routine that infects portable executable files with an .exe extension.
The email has the following characteristics:

From: Spoofed to appear as though it is coming from the one of the following addresses at the recipient's domain: management; administration; staff; noreply; support

Subject: One of the following: 

Account notify; E-mail account disabling warning.; E-mail account security warning.; E-mail technical support message.; E-mail technical support warning.; E-mail warning; Email account utilization warning.; Email report; Encrypted document; Fax Message Received; Forum notify; Hidden message; Important notify; Important notify about your e-mail account.; Incoming message; Notify about using the e-mail account.; Notify about your e-mail account utilization.; Notify from e-mail technical support.; Protected message; RE: Protected message; RE: Text message; Re: Document; Re: Hello; Re: Hi; Re: Incoming Fax; Re: Incoming Message; Re: Msg reply; Re: Thank you!; Re: Thanks :); Re: Yahoo!; Request response; Site changes

Attachment: A randomly named .exe file, stored inside a .zip file or a .rar file, or a .pif file. The .zip and .rar files file may be password-protected. The file name, without the extension, is one of the following: 

Attach; Details; Document; Encrypted; Gift; Info; Information; Message; MoreInfo; Readme; Text; TextDocument; details; first_part; ub_document ; text_document

Prevention: 

Ensure you have a virus definition dated 13 Mar 04 or later.

DO NOT OPEN ANY FILES THAT ARE ATTACHED TO AN EMAIL, unless you requested the file be sent to you.

Any Peer-2-Peer (P2P) software should be removed.  NOTE:  P2P software is illegal IAW AR25-2.  

Symptoms: 
The email has the following characteristics:  From: Spoofed to appear as though it is coming from the one of the following addresses at the recipient's domain: management; administration; staff; noreply; support

Subject: One of the following: Account notify; E-mail account disabling warning.; E-mail account security warning.; E-mail technical support message.; E-mail technical support warning.; E-mail warning; Email account utilization warning.; Email report; Encrypted document; Fax Message Received; Forum notify; Hidden message; Important notify; Important notify about your e-mail account.; Incoming message; Notify about using the e-mail account.; Notify about your e-mail account utilization.; Notify from e-mail technical support.; Protected message; RE: Protected message; RE: Text message; Re: Document; Re: Hello; Re: Hi; Re: Incoming Fax; Re: Incoming Message; Re: Msg reply; Re: Thank you!; Re: Thanks :); Re: Yahoo!; Request response; Site changes

Attachment: A randomly named .exe file, stored inside a .zip file or a .rar file, or a .pif file. The .zip and .rar files file may be password-protected. The file name, without the extension, is one of the following:  Attach; Details; Document; Encrypted; Gift; Info; Information; Message; MoreInfo; Readme; Text; TextDocument; details; first_part; ub_document ; text_document

W32.Beagle.M@mm does the following:

1)  Creates the following files:


-- %System%\winupd.exe: A copy of the worm. 


-- %System%\winupd.exeopen: A copy of the worm. 


-- %System%\winupd.exeopenopen: Either a copy of the worm, a password-protected zip, or an rar file that contains the worm. 


-- %System%\winupd.exeopenopenopen: A .bmp file containing an image of the password for the zip/rar file. This file is only created if winupd.exeopenopen is a password-protected archive.

2)  Adds values to the registry so that W32.Beagle.M@mm runs when you start Windows.

3)  Terminates processes, which include antivirus software, processes associated with other worms, and system utilities such as regedit and netstat.

4)  Opens a backdoor on TCP port 2556.  If an attacker sends a specially formatted data message to the port, the worm will allow an arbitrary file to be downloaded to the %Windir% folder. This file will be saved as %Windir%\iuplda<x>.exe, where <x> is a random string of characters.

5)  Attempts to spread across file-sharing networks, such as Kazaa and iMesh, by copying itself into folders that contain the string "shar" in their names.
6)  Searches local fixed drives and attempts to infect the files with the EXE extension. The infection routine is polymorphic and appends the worm to the file.

7)  Searches local fixed drives for files with email addresses and collects them.
8)  Uses its own SMTP engine to send itself to the email addresses it collected. The worm contains its own MIME-encoding routine and will compose the email in memory.

9)  The worm executable will have the following icon if it is a .exe file:



[image: image2.png]



10) The following paragraphs, could be what you see when you receive one of these emails: 

-- Your e-mail account has been temporary disabled because of unauthorized access. 

-- Our main mailing server will be temporary unavaible for next two days, to continue receiving mail in these days you have to configure our free auto-forwarding service. 

-- Your e-mail account will be disabled because of improper using in next three days, if you are still wishing to use it, please, resign your account information. 

-- We warn you about some attacks on your e-mail account. Your computer may
contain viruses, in order to keep your computer and e-mail account safe, please, follow the instructions. 

-- Our antivirus software has detected a large ammount of viruses outgoing
from your email account, you may use our free anti-virus tool to clean up your computer software. 

-- Some of our clients complained about the spam (negative e-mail content)
outgoing from your e-mail account. Probably, you have been infected by a proxy-relay trojan server. In order to keep your computer safe, follow the instructions.
For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.
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