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NAME:
W32.Beagle.J@mm
TYPE:

Worm

Description:

W32.Beagle.J@mm is a mass-mailing worm that opens a backdoor on TCP port 2745 and uses its own SMTP engine to spread through email. In doing so, it sends the attacker the port on which the backdoor listens, as well as the IP address. It also attempts to spread through file-sharing networks, such as Kazaa and iMesh, by dropping itself into the folders that contain "shar" in their names. 
An email potentially containing the worm has the following characteristics:
From: Spoofed to appear as though it is coming from the one of the following addresses at the recipient's domain: 

management 
administration 
staff 
noreply 
support

Attachment: A randomly named .exe file, inside a .zip file, or an .pif file.
The zip file will be password-protected.

Prevention: 

Ensure you have a virus definition dated 2 Mar 04 or later.

DO NOT OPEN ANY FILES THAT ARE ATTACHED TO AN EMAIL, unless you requested the file be sent to you.

IA will be considering blocking Port TCP 2745 as this worm uses it as a backdoor to a network.

Additionally, if Kazaa or iMesh is installed on any system, which should NOT be, needs to be removed to prevent this virus from spreading.

Symptoms: 
1)  Copies itself as %System%\irun4.exe.  
2)  Creates the file, %System%\irun4.exeopen, which is a .zip file with password protection. The password is randomly assigned and is included in the text portion of the mail message.
3)  Opens a backdoor on TCP port 2745.  If an attacker sends a specially formatted data message to the port, the worm will allow an arbitrary file to be downloaded to the %Windir% folder. This file will be saved as %Windir%\iuplda<x>.exe, where <x> is a random string of characters.

4)  Sends HTTP GET requests to the following Web sites on TCP port 80:  postertog.de; www.gfotxt.net; www.maiklibis.de

5)  The GET request sends the port number on which the infected computer listens, and the IP address.

6)  To spread across file-sharing networks, such as Kazaa and iMesh, W32.Beagle.J@mm drops itself into folders that contain the string "shar" in their names.

7)  Uses its own SMTP engine to send itself to the email addresses found. The worm contains its own MIME-encoding routine and will compose the email in memory.

For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.
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