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NAME:
W32.Netsky.C@mm

TYPE:

Worm

Description:

W32.Netsky.C is a mass-mailing worm that uses its own SMTP engine to send itself to the email 
addresses it finds when scanning hard drives and mapped drives.

This worm also searches drives C through Z for the folder names containing "Shar," and then
copies itself to those folders.
The Subject, Body, and email attachment vary

Prevention: 

Ensure you have a virus definition dated 24 Feb 04 or later.

DO NOT OPEN ANY FILES THAT ARE ATTACHED TO AN EMAIL, unless you requested the file be sent to you.

We have blocked any .zip attachments from being sent to and from our email servers.

We have blocked several IP addresses that this worm will use if it fails to find a DNS server.

Symptoms: 
1)  Copies itself as %Windir%\Winlogon.exe.  
2)  Adds the value:  "ICQ Net" = "%Windir%\winlogon.exe -stealth"  to the registry key:  
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run so that the worm runs when you start Windows.
3)  Deletes several other keys from the registry.
4)  Retrieves email addresses from the files whose extension is one of the following: .eml; .txt; .php; .pl; .htm; .html; .vbs; .rtf; .uin; .asp; .wab; .doc; .adb; .tbb; .dbx; .sht; .oft; .msg; .shtm; .cgi; .dhtm

5)  Searches drives C through Y for the folder names containing the words "Shar." If the drive is not a CD-ROM, then the worm will copy itself to the matching folders.

6)  Uses its own SMTP engine to send itself to the email addresses it found above, sending to each address once. The worm uses the local DNS server (retrieved via an API), if available, to perform an MX lookup for the recipient address.
7)  W32.Netsky.C@mm will create a .zip file as the attachment for 51.5% of the time, randomly selecting one of the Attachment Names

For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.
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