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NAME:
W32.Mydoom.F@mm
TYPE:

Worm

Description:

The W32.Mydoom.F@mm is a mass-mailing worm that opens a backdoor on TCP port 1080 that can download and execute arbitrary files. It Will perform a Denial of Service (DoS) against www.microsoft.com and www.riaa.com, if the computer's local system date is between the 17th and 22nd of any month. 

It also sets up a backdoor in an infected system by opening TCP port 1080. This could allow an attacker to connect to a computer and use it as a proxy to gain access to its network resources.

The worm arrives as an attachment with the file extension .bat, .com, .cmd, .exe, .pif, .scr, or .zip. The From: line of the email may be spoofed.

Prevention: 

Ensure you have a virus definition dated 24 Feb 04 or later.
DO NOT OPEN ANY FILES THAT ARE ATTACHED TO AN EMAIL, unless you requested the file be sent to you.
The senders name may be one of the following: jerry; bill; smith; jim; sam; james; alex; <random characters>, 
with one of the following domains:  aol.com; msn.com; yahoo.com; hotmail.com; <random characters.edu>, Note: The worm may also use the email addresses it finds from the local files.  If you receive one of these emails please delete them from your inbox and your deleted items box.
Symptoms: 
1)  Opens a backdoor listening on TCP port 1080, using the .dll component, which acts as a proxy server and can also download and execute the arbitrary files.

2)  Terminates any processes whose name contains one of the following strings: reged, taskmo, taskmg, avp, avp32, Norton, navapw, navw3, intrena, mcafe

3)  Creates .zip archive files using randomly generated file names. Most likely, these will be found in the root or %Windir% folder.

4) It can make numerous changes to the computers registry.

5)  If the drive is a hard drive, remote drive, or RAM drive, the worm randomly deletes the files it finds with the following probability:  .mdb - 98% -- .doc - 40% -- .xls - 60%  -- .sav - 95% -- .jpg - 8% -- .avi - 10% - .bmp - 15%
6)  Retrieves email addresses from the files whose extension is one of the following: .wab, .mbx, .nch, .mmf, .ods, .rtf, .uin, .oft, .mht, .vbs, .msg, .pl, .eml, .adb, .tbb, .dbx, .asp, .php, .sht, .htm, .txt

8)  Uses its own engine to send itself, or its .zip archive, to the email addresses it finds.
For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.
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