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NAME:
W32.Netsky@mm

TYPE:

Worm

Description:

W32.Netsky@mm is a mass-mailing worm that uses its own SMTP engine to email itself. It retrieves email addresses from files with extensions of .adb, .asp, .dbx, .doc, .eml, .htm, .html, .msg, .oft, .php, .pl, .rtf, .sht, .tbb, .txt, .uin, .vbs, and .wab. 

Prevention: 

Currently there is no virus definition that will protect against this worm.  As soon as ACERT get’s on they will notify everyone thru the ACERT Listserver.
DO NOT OPEN ANY .ZIP FILES THAT ARE ATTACHED TO AN EMAIL, unless you requested the .zip file be sent to you.
On the recommendation of ACERT, see email at the end of this alert, IA has directed that all email servers block any attachments that end in .zip to protect our network.
Additionally, if you receive an email with the Subject:  Auction successful!   Delete the email from your inbox and your deleted items

Symptoms: 
1)  May copy itself to %Windir% folder.  
2)  Retrieves email addresses from the files whose extension is one of the following: msg, .oft, .sht, .dbx, .tbb, .adb, .doc, .wab, .asp, .uin, .rtf, .vbs, .html, .htm, .pl, .php, .txt, .eml

3)  Searches all folders whose name contains "Share" or "Sharing" on driver C to Z. If the driver is not CR-ROM, the worm copies itself to the folder that it finds.
4)  Uses its own SMTP engine to send itself to the email addresses that it finds.

For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.

POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.

 
NCR-DOIM, EOM
Information Assurance Cell

**** Message from ACERT ****

From: ACERT Listserver [mailto:iam@shiloh.1stiocmd.army.mil] 

Sent: Wednesday, February 18, 2004 12:02 PM

To: iava@shiloh.1stiocmd.army.mil

Subject: New NETSKY Worm

NETSKY is a new worm that is running rampant within the DoD. Suggest that everybody block files with .zip file extensions ASAP.  SAR will follow shortly.  Vendor's definitions currently posted do not catch this worm.  The ACERT is in the process of getting these definitions from the vendor's and will post ASAP.
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