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Name: 
W32.Welchia.B.Worm

 

Type:
Worm

                                              

Description:
W32.Welchia.B.Worm is a variant of W32.Welchia.Worm. If the version of the operating system of the infected machine is Chinese, Korean, or English, the worm will attempt to download the Microsoft Workstation Service Buffer Overrun and Microsoft Messenger Service Buffer Overrun patches from the Microsoft® Windows Update Web site, install it, and then restart the computer.

W32.Welchia.B.Worm is a variant of W32.Welchia.Worm. If the version of the operating system of the infected machine is Chinese, Korean, or English, the worm will attempt to download the Microsoft Workstation Service Buffer Overrun and Microsoft Messenger Service Buffer Overrun patches from the Microsoft® Windows Update Web site, install it, and then restart the computer.

W32.Welchia.B.Worm propagates by exploiting the:
1. Microsoft Windows DCOM RPC Interface Buffer Overrun Vulnerability (BID 8205)
2. Microsoft Windows ntdll.dll Buffer Overflow Vulnerability (BID 7116)
3. Microsoft Windows Workstation Service Remote Buffer Overflow Vulnerability (BID 9011)

The worm also attempts to remove the W32.Mydoom.A@mm and W32.Mydoom.B@mm
worms.
This worm attempts to enter a computer thru ports TCP 80, 135, & 445.
 
Prevention: 

A counter measure to the worm is to ensure your computer is patched with Microsoft Security Bulletin’s MS03-026, MS03-007, MS03-049 and MS03-001.
Also ensure your Anti Virus software has the latest signature file date of 2/17/2004 or greater.
Ensure that users delete messages in the “Deleted” folder as well. 
 

Symptoms: 
The presence of the file, %Windir%\system32\drivers\svchost.exe, is an indication of a possible infection. 
For assistance on updating your anti-virus signature file, please contact the Enterprise Support Center @ 703-704-1644.
POC for this document is Mr. Derek Cosby 703-704-2221, derek.cosby@belvoir.army.mil.
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